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2The Public Key: a set of positive integers fa1; a2; : : : ; ang.The Private Key: a method to transform the presumed hard public knapsackinto an easy knapsack.The Message Space: all 0� 1 vectors of length n.Encryption: a messageM = (x1; x2; : : : ; xn) is enciphered into C =Pni=1 xiai:In 1978, Merkle and Hellman [10] devised a method to convert superincreasingsequences into what they believed were hard knapsacks. If S = fa1; a2; : : : ; angis a superincreasing sequence and a = Pni=1 ai, select two coprime integers mand w such that m > a. The Merkle-Hellman transformation associated withthe pair (m;w) is the function f that maps any x 2 f0; 1; : : : ;m � 1g to theleast positive residue of wx modulo m. This function is a permutation, and itsreciprocal f�1 maps any y 2 f0; 1; : : : ;m � 1g to the least positive residue ofw�1y modulo m, where w�1 is an inverse of w modulo m. Merkle and Hellmanapplied such a transformation f to form a new knapsack �S = fb1; b2; : : : ; bngwhere bi = f(ai). To decrypt a ciphertext c =Pni=1 xibi, one computes f�1(c).Since f�1(c) � nXi=1 xibiw�1 � xiai (mod m);withPni=1 xiai � a < m, we have f�1(c) =Pni=1 xiai. By solving the easy knap-sack S = fa1; a2; : : : ; ang, one recovers the xi. Applying a sequence of Merkle-Hellman transformations is not equivalent to a single application, and hence,should enhance the security of the system. Unfortunately, these systems wereboth shown to be insecure (see [17, 1]). Despite the failure of Merkle-Hellmancryptosystems, researchers continued to search for knapsack-like cryptosystemsbecause such systems are very easy to implement and can attain very high en-cryption/decryption rates. But most of the proposed knapsack-like cryptosys-tems have been broken (for a survey, see [12]), either by speci�c attacks or bythe so-called low-density attacks.The density of a knapsack S = fa1; a2; : : : ; ang is de�ned to be d = nN whereN = max1�i�n log2 ai. When the density is small (namely, less than 0:94:::), onecan prove the knapsack problem can be solved using lattice reduction with highprobability (see [4]). Such attacks are called low-density attacks. The attack hasrecently been improved by [16], but is still une�ective against high-density knap-sacks. The few knapsack cryptosystems that have so far withstood all attacks useknapsacks of high density. In [13], Qu and Vanstone showed that Merkle-Hellmanknapsack cryptosystems could be viewed as special cases of knapsack-like cryp-tosystems arising from subset factorizations in �nite groups. They proposed ageneralization of these knapsack cryptosystems by constructing a supposedlyhard factorization of �nite group, using Merkle-Hellman-like transformationsand superincreasing sequences. This hard factorization problem can be restatedas a knapsack problem of density higher than 3. We will attack the Qu-Vanstonesystem by showing how to recover the hidden easy factorization (the private key)from the presumed hard factorization (the public key), in a reasonable time.



32 The orthogonal latticeWe will use the word lattice for any integer lattice, that is any additive subgroupof Zn. Background on lattices can be found in [5, 3]. We denote vectors by bold-face lowercase letters. Let � be a lattice in Zn.Let b1; : : : ;bd be vectors of �. These d vectors form a basis of � if they arelinearly independent over Z, and if any element of � can be expressed as a linearcombination of the bi's with integral coe�cients. There exists at least one basisof �. The bases of � all have the same cardinality, called the dimension of �. Wesay that � is a sublattice of a lattice 
 in Zn if 
 contains � and if both havethe same dimension. All bases of � span the same Q-vector subspace of Qn,which we denote by E�. The dimension of E� over Q is equal to the dimensionof �. De�ne the lattice � = E� \ Zn. � is a sublattice of �. We say that � is acomplete lattice if � = �. In particular, � is a complete lattice.Let (x;y) 7! x:y be the usual euclidian inner product, and k:k be its corre-sponding norm. Let F = (E�)? be the orthogonal vector subspace with respectto this inner product. We de�ne the orthogonal lattice to be �? = F \Zn. Thus,�? is a complete lattice in Zn, with dimension n � d if d is the dimension of�. This implies that (�?)? is equal to �. Let B = (b1; : : : ;bd) be a basis of �.Decompose each bj over the canonical basis of Zn as :bj = 0BBB@ b1;jb2;j...bn;j1CCCADe�ne the n� d integral matrix B = (bi;j)1�i�n;1�j�d. The lattice � is spannedby the columns of B : we say that � is spanned by B. Let Q = tBB be the d� dsymmetric Gram matrix. The determinant of Q is a positive integer independentof B. The determinant of � is de�ned as det(�) =pdet(B).Theorem 1. Let � be a complete lattice in Zn. Then det(�?) = det(�).Proof. We have � = E� \ Zn and �? = E?� \ Zn. We know from [9] that :det(Zn) = det(E� \ Zn)det((E�)? \ (Zn)�) ;where (Zn)� denotes the polar lattice of Zn. But det(Zn) = 1 and (Zn)� = Zn,therefore det(�?) = det(�).Corollary 2. Let � be a lattice in Zn. Then det((�?)?) = det(�?) = det(�).In 1982, Lenstra, Lenstra and Lov�asz introduced the famous LLL-algorithm [8],a polynomial time algorithm that computes a so-called LLL-reduced basis of anygiven lattice. For de�nitions and proofs regarding LLL-reduced bases, we referto [8, 3]. In this paper, we only need the following properties of LLL-reducedbases :



4Theorem 3. Let (b1; : : : ;bd) be an LLL-reduced basis of a lattice � in Zn.Then :1. det(�) �Qdi=1 kbik � 2d(d�1)=4 det(�).2. For any linearly independent vectors x1; : : : ;xt 2 �, and 1 � j � t :kbjk � 2(d�1)=2max(kx1k; : : : ; kxtk):We now describe a basic algorithm to compute an LLL-reduced basis of anorthogonal lattice. Let B = (b1; : : : ;bd) be a basis of �, and B = (bi;j) be itscorresponding n� d matrix. Let c be a positive integer constant. De�ne 
 to bethe lattice in Zn+d spanned by the following (n+ d)� n matrix :
B? = 0BBBBBBBBBBBBB@

c� b1;1 c� b2;1 : : : c� bn;1c� b1;2 c� b2;2 : : : c� bn;2... ... . . . ...c� b1;d c� b2;d : : : c� bn;d1 0 : : : 00 1 . . . ...... ... . . . 00 0 : : : 1
1CCCCCCCCCCCCCAA similar matrix is used in [7]. The matrix B? is divided in two blocks : theupper d�n block is c tB and the lower n�n block is the identity matrix. Let p"and p# be the two projections that map any vector of Zn+d to respectively thevector of Zd made of its �rst d coordinates, and the vector of Zn of its last ncoordinates, all with respect to the canonical basis. Let x be a vector of 
 anddenote y = p#(x). Then p"(x) = c0B@y:b1...y:bd1CA :Hence, y 2 �? if and only if p"(x) = 0. Furthermore, if kxk � c, then p"(x) = 0:Theorem 4. Let (x1;x2; : : : ;xn) be an LLL-reduced basis of 
. Ifc > 2(n�1)=2+(n�d)(n�d�1)=4 det(�);then (p#(x1); p#(x2); : : : ; p#(xn�d)) is an LLL-reduced basis of �?.Using Hadamard's inequality, we derive the following algorithm :Algorithm 5. Given a basis (b1;b2; : : : ;bd) of a lattice � in Zn, this algorithmcomputes an LLL-reduced basis of �?.1. Select c = d2(n�1)=2+(n�d)(n�d�1)=4Qdj=1 kbjke.



52. Compute the (n + d) � n integral matrix B? from c and the n � d matrixB = (bi;j) corresponding to b1;b2; : : : ;bd.3. Compute an LLL-reduced basis (x1;x2; : : : ;xn) of the lattice spanned by B?.4. Output (p#(x1); p#(x2); : : : ; p#(xn�d)).One can prove that this is a deterministic polynomial time algorithm with respectto the space dimension n, the lattice dimension d and any upper bound of thebit-length of the kbjk's. In practice, one does not need to select such a largeconstant c because the theoretical bounds of the LLL algorithm (theorem 3) arequite pessimistic. We will use this algorithm throughout the attack.3 The cryptanalysis of the Qu-Vanstone scheme3.1 High level description of the Qu-Vanstone schemeSince the Qu-Vanstone scheme is quite complicated, we give a simpli�ed expo-sure. Additional information can be found in appendix and in [13, 14].Let n be a positive integer of the form n = d1d2d3d4d5, where 2s�1 � d` <2s (for ` = 1; 2; 3; 4), d5 � 16, and s is some �xed even positive integer. LetG = Zn be the additive group of integers modulo n. Qu and Vanstone founda way to build an e�cient subset factorization in G. Namely, with help of 4superincreasing sequences and 4 Merkle-Hellman transformations, they constructs blocks Ci = fc[i; j] : 0 � j � 15g of 16 integers of G where 1 � i � s suchthat : for any g 2 G of form g =Psi=1 c[i; ji] (modn), one can quickly recover theji's from g and a trapdoor. This construction is intricate, a detailed descriptioncan be found in the appendix.Qu and Vanstone further use k additional Merkle-Hellman-like transforma-tions and s permutations to hide the subset factorization. The process consists ofk iterations, starting with m(0) = n and c(0)[i; j] = c[i; j], 1 � i � s, 0 � j � 15.Consider the eth iteration (1 � e � k) :{ select s positive integers a(e�1)1 ; : : : ; a(e�1)s such that 0 � a(e�1)i < m(e�1),and de�ne �c(e)[i; j] = c(e�1)[i; j] + a(e�1)i (modm(e�1)):{ select m(e) strictly greater thanPsi=1max0�j�15 �c(e)[i; j]. Choosing w(e) co-prime to m(e), de�ne c(e)[i; j] = w(e)�c(e)[i; j] (modm(e)):These Merkle-Hellman-like transformations di�er from the original Merkle-Hell-man transformations by the use of a modular addition which is performed beforethe modular multiplication. Now that the c(k)[i; j]'s are de�ned, select s permu-tations �1; : : : ; �s acting on f0; 1; : : : ; 15g. Letd[i; j] = c(k)[i; ��1i (j)]� c(k)[i; ��1i (0)] (modm(k)):Notice that d[i; 0] = 0. Let C =Psi=1 c(k)[i; ��1i (0)] (modm(k)).The public key consists of the s blocks Di = fd[i; j] : 0 � j � 15g, that is 15snon-zero positive integers. The private key is : C, �i's, w(e)'s, m(e)'s,Psi=1 a(e)i 'sand the trapdoor corresponding to the subset factorization.



6 The message space is Z16s , and the numbers in each Di are roughly aroundskn. Qu and Vanstone suggested s � 32 and k � 3. In the smallest case, themessage space is Z128, and the maximum element in the public key is less than2151. The keys are quite large but encryption/decryption rates are high.To encode a message m, write m in its base 16 expansion as m = p1+16p2+� � �+ 16s�1ps; where 0 � pi � 15. Then the ciphertext associated with m isc = d[1; p1] + d[2; p2] + � � �+ d[s; ps]:To decrypt c, compute c(k) = c+C (modm(k)): Then invert Merkle-Hellman-liketransformations by applying the following process with e = k; k � 1; : : : ; 1 :c(e) = (w(e))�1c(e) (modm(e));c(e�1) = c(e) �Psi=1 a(e�1)i (modm(e�1)):At this point, c(0) = Psi=1 c[i; ji] (modn) where each ji = ��1i (pi) is stillunknown. From the subset factorization trapdoor, the ji's can be recovered.This technical step is described in the appendix. From the ji's, one computespi = �i(ji) and the message m = p1 + 16p2 + � � �+ 16s�1ps:This public key system has features similar to the original knapsack scheme.The security rests on the Merkle-Hellman-like transformations that hide the 4superincreasing sequences and the coset structure. The knapsack based on theblocks Di has density higher than 3, so it looks immune to the usual low-densityattacks. Qu and Vanstone discuss several attacks on this system in their paper[13]. We now describe our attack which mainly consists of two steps : we �rstattack Merkle-Hellman-like transformations by reducing several orthogonal lat-tices, then we compute successive orthogonal lattices to reveal the secret key. The�rst step is quite general but the second step is based on the particular struc-ture of the hidden subset factorization. We advise to read the further descriptionof the Qu-Vanstone scheme given in appendix in order to fully understand thesecond step.3.2 Peeling o� Merkle-Hellman transformationsLet N be an integer and c(0); c(1); : : : ; c(k) be vectors of ZN such that :kc(e)k � pNm(e); 0 � e � k (1)c(e) � w(e)c(e�1) (modm(e)); 1 � e � k (2)Note that in equation (2), we mean component-wise operations and that we onlyassume congruences, not necessarily equalitities. Under these hypotheses (1) and(2), we will see that c(0) and c(k) almost share the same orthogonal lattice.Heuristic 6. Let � be the lattice spanned by c(k). Let (e1; : : : ; eN�1) be an LLL-reduced basis of �?. If we denote by � the lattice spanned by (e1; : : : ; eN�k�1),then c(0) 2 �?.



7This heuristic con�nes c(0) in a low-dimensional lattice that we can determinejust by knowing c(k). When m(0) � m(1) � � � � � m(k), this heuristic workswell in practice. Namely, if we de�nem = min�m(1)m(0) ; m(2)m(1) ; : : : ; m(k)m(k�1)� ;experiments show that the heuristic is veri�ed as soon as m � 8 and N � 50.We are unable to prove this heuristic, but we can o�er some explanations.Lemma 7. Let x be a vector of ZN such that x?c(k) and jjxjj < m=pN . Thenx is orthogonal to c(k�1); c(k�2); : : : ; c(0):Proof. We have x:c(k�1) � 0 (modm(k)) since c(k) � w(k)c(k�1) (modm(k)) andx:c(k) = 0. If we assume that x is not orthogonal to c(k�1), then jx:c(k�1)j �m(k). Therefore, by Cauchy-Schwarz and inequality (1) :m(k) � kxk:kc(k�1)k � kxkm(k�1)pN:This contradicts the fact that kxk � m=pN . Thus x?c(k�1). Iterating thisprocess, we �nd that x is orthogonal to c(k�2); : : : ; c(0).This means that if x 2 �? is short enough, then x is orthogonal to c(0). Nowwe will see that there exist N � k� 1 independent vectors of �? that are short,and hopefully short enough.Lemma 8. Let 
 be the lattice spanned by�c(0); bw(1)c(0)m(1) c; bw(2)c(1)m(2) c; : : : ; bw(k)c(k�1)m(k) c� :Then �c(0); c(1); : : : ; c(k)� is a sublattice of 
, anddet(
) � jjc(0)jjNk=2 < m(0)N (k+1)=2:Proof. We have c(e) = w(e)c(e�1) � m(e)bw(e)c(e�1)m(e) c for 1 � e � k. Therefore(c(0); c(1); : : : ; c(k)) is a sublattice of 
. Furthermore :det(
) = kc(0) ^ bw(1)c(0)m(1) c ^ � � � ^ bw(k)c(k�1)m(k) ck= kc(0) ^ (w(1)c(0)m(1) � bw(1)c(0)m(1) c) ^ � � � ^ (w(k)c(k�1)m(k) � bw(k)c(k�1)m(k) c)k:Since kw(e)c(e�1)m(e) � bw(e)c(e�1)m(e) ck � pN , this proves that :det(
) � jjc(0)jjNk=2 < m(0)N (k+1)=2:



8Since det(
?) = det(
), we can thus hope that there exists a basis of 
? whosevectors have norm less than m0 = (m(0)N (k+1)=2)1=(N�k�1). But these N �k�1vectors also belong to �?, so the �rst N�k�1 vectors of any LLL-reduced basisof �? are likely to have norm less than m0. Since m0 is very small (smaller thanm=pN most of the time), it is not surprising that by lemma 7 e1; e2; : : : ; eN�k�1are orthogonal to c(0), which implies that c(0) 2 �?.Although the Qu-Vanstone scheme uses Merkle-Hellman-like transformationsinstead of Merkle-Hellman transformations, there are particular vectors relatedto the scheme that satisfy conditions (1) and (2).Let N = 15s. We index the coordinates of any vector of ZN by 
(i; j) =15(i�1)+ j�1, where 1 � i � s, 1 � j � 15. From the public key, we constructthe vector c(k) whose 
(i; j) entry is d[i; j]. For e = k � 1; k � 2; : : : ; 0, let c(e)be the (unknown) vector whose 
(i; j) entry is �c(e)[i; ��1i (j)]� �c(e)[i; ��1i (0)]:Lemma 9. The vectors c(0); c(1); : : : ; c(k) satisfy conditions (1) and (2).Proof. Since the coordinates of each c(e) are less than m(e) in absolute value,we have (1). Write the Merkle-Hellman-like equations de�ning d[i; j]'s startingwith c(k)[i; j]'s, ending with c(0)[i; j]'s. Collecting additions and multiplicationsthat use the same modulus, a(e)i 's disappear by subtraction, proving (2).From the description of the scheme, we know that m � s � 32, therefore heuris-tic 6 is likely to be satis�ed. Hence, applying algorithm 5 twice, we can constructk+1 vectors e1; : : : ; ek+1 of ZN such that there exist �1; : : : ; �k+1 2 Z satisfyingc(0) = �1e1 + �2e2 + � � �+ �k+1ek1 :In the second step of the attack, we determine these unknown integers �j . Theknowledge of c(0) then reveals the trapdoor and the rest of the secret key : thisis sketched in the appendix because it is based on the structure of the subsetfactorization. We emphasize that the di�cult part of the attack is to determinec(0), not to obtain the secret key from c(0) which is rather easy.3.3 Breaking the kernel of the systemWe say that Ci = fc[i; j] : 0 � j � 15g is a weak block if f(i) is of form (4; i0).For the de�nition of f , we refer to the description of the scheme in appendix.Clearly, half of the s blocks Ci are weak blocks. We call these blocks weak dueto the following :Lemma 10. Let Ci = fc[i; j] : 0 � j � 15g be a weak block.1. For j 2 f0; 4; 8; 12g, we havec[i; j + 1] + c[i; j + 2] � c[i; j] + c[i; j + 3] (mod d1d2d3d4):2. There exist distinct j1(i), j2(i) and j3(i) computable from �i such thatĉ[i; j1(i)] + ĉ[i; j2(i)]� ĉ[i; j3(i)] � 0 (mod d1d2d3d4);where ĉ[i; j] denotes the 
(i; j) entry of c(0).



9Proof. From the de�nition of the c[i; j]0s, if bj=4c = bj0=4c thenc[i; j]� c[i; j0] � av+2u[f(i); w]� av+2u[f(i); w0] (modn);where j = w + 4v + 8u and j0 = w0 + 4v + 8u. Since f(i) is of form (4; i0),we obtain 1 by de�nition of at[4; i0; w]. To prove 2, write ��1i (0) as j + ` wherej = b��1i (0)=4c. Apply 1 to �nd distinct j�1 ; j�2 ; j�3 such thatc[i; j�1 ] + c[i; j�2 ] � c[i; j�3 ] + c[i; j + `] (mod d1d2d3d4):Conclude with j1(i) = �i(j�1 ), j2 = �i(j�2 ) and j3 = �i(j�3 ).To simplify the exposition of the attack, we now assume that f and the �i's areknown to the attacker. We will show how to adapt the attack to the general caseat the end of the section. We de�ne a transformation � that maps any x of ZNto �(x) = 0BBB@ x[i1; j1(i1)] + x[i1; j2(i1)]� x[i1; j3(i1)]x[i2; j1(i2)] + x[i2; j2(i2)]� x[i2; j3(i2)]...x[is=2; j1(is=2)] + x[is=2; j2(is=2)]� x[is=2; j3(is=2)]1CCCA ;where Ci1 ; Ci2 ; : : : ; Cis=2 denote the s=2 weak blocks, and x[i; j] denotes the
(i; j) entry of x. One sees that � is linear, which implies that�(c(0)) = �1�(e1) + � � �+ �k+1�(ek+1):By lemma 10, the vector �(c(0))d1d2d3d4 has integral entries, so it must belong to
 where 
 denotes the lattice spanned by �(e1); �(e2); : : : ; �(ek+1), which wecan determine. But this vector is unusually short : indeed, each coordinate of�(c(0))d1d2d3d4 is less than 3(d5 � 1) � 45 in absolute value, which makes a norm lessthan 45ps=2 (note that this is a very pessimistic bound). Therefore it musthave small coordinates with respect to any LLL-reduced basis because an LLL-reduced basis is almost orthogonal :Lemma 11. Let (b1;b2; : : : ;bd) be an LLL-reduced basis of a lattice �. If x =Pdj=1 xjbj where xj 2 R then, for 1 � j � d,jxj j:kbjk � kxkr2j�1 (9=2)d�j + 67 :(this statement can be found in an unpublished draft [11] by P. Montgomery)Proof. Denote by (b�1; : : : ;b�d) the corresponding orthogonal Gram-Schmidt Q-basis. Decompose x as x =Pdj=1 x�jb�j . By orthogonality, one �nds thatxj = x�j � dXi=j+1 xi bi:b�jkbjk2 :



10It follows by induction on d� j that :jxj j � jx�j j+ 13 dXi=j+1(3=2)i�j jx�i j:Since (b1; : : : ;bd) is an LLL-reduced basis, if j � i then kbjk � 2(i�1)=2kb�i k.From this and Cauchy-Schwarz, we obtainjxj j2kbjk2 � 2j�1( dXi=j jx�i j2kb�i k2)(1 + 132 ((9=2) + � � �+ (9=2)d�j);and the result follows.Hence, we compute an LLL-reduced basis (b1; : : : ;bd) of
 = (
?)? by applyingalgorithm 5 twice. The unknown vector �(c(0))d1d2d3d4 has integral coordinates xj withrespect to (b1; : : : ;bd). We make an exhaustive search on the xj 's within thebounds given by lemma 11. Since we are in low dimension (d � k + 1), thesebounds are very small, making exhaustive search possible.Assume that one wants to check whether x = Pdj=1 xjbj is the expected�(c(0))d1d2d3d4 . Decompose each bj as a linear combination of �(e`)'s with rationalcoe�cients. Derive an integral linear dependence relation of form�x = �1�(e1) + � � �+ �k+1�(ek+1);where � > 0 and gcd(�; �1; : : : ; �k+1) = 1. Sinced1d2d3d4 �(c(0))d1d2d3d4 = �1�(e1) + � � �+ �k+1�(ek+1);it is likely that d1d2d3d4 = � and �j = �j if x is the expected vector. Sinced1d2d3d4 has bit-length 4s, we can quickly check whether � is consistent. Fur-thermore, we obtain d1d2d3d4 and the �j 's, which gives c(0). But we can easilycheck whether this is a consistent c(0), because c(0) reveals the trapdoor corre-sponding to the subset factorization (see the appendix). Hence, the exhaustivesearch is really feasible and provides the secret key.Now if we do not know the permutations �i's and the bijection f , we con-struct the linear transformation � by choosing randomly 2 distinct integers i1,i2 between 1 and s : for each of these 2 integers, we select randomly 3 distinctj1, j2, j3 between 1 and 15 such that j1 < j2. The probability that both i1 andi2 correspond to weak blocks is 1=4. For each of these 2 integers, we have to testat most 15� 14�132 = 1365 triplets (j1; j2; j3) to �nd one that satis�es lemma 10.This means that we have to check at most 4 � 13652 = 7452900 choices of �.But such a check can be done very quickly : if � is correct, then 
 has a verysmall vector (at least as short as �(c(0))d1d2d3d4 ), and otherwise, there is no reasonthat such a situation happens. Since computing 
 can be done in less than a



11second (involved lattices have very small dimension), we can check all choicesof � in a reasonable time (namely, less than one week with 10 workstations).Once a suitable � has been found, we perform an exhaustive search on �(c(0))d1d2d3d4as before. If one wants to improve success probabilities, one can increase thenumber of components of � by adding new integers i, once a suitable � with twocomponents has been found. Each additional integer i costs at most 1365 testsand we can determine them successively, therefore we can easily determine thes=2 weak blocks, which reveals f . Then we apply the previous strategy in orderto obtain the rest of the secret key.3.4 ExperimentsThe attack has been successfully implemented using blockwise Korkine-Zolotarevlattice reductions [15] instead of LLL reductions to improve the reduced basisfor heuristic 6. We used the package previously developped by A. Joux [6] in ourlab. Timings are given for a 50Mhz Sparc 4, with parameters s = 32 and k = 3.It takes about 9 hours to obtain the k+1-dimensional lattice from the 32 blocksof 16 integers that form the public key. In our implementation, we assumed thatthe permutations �i's and the bijection f were known, which gave the secretkey almost immediately : both the computation of 
 and the exhaustive searchof �(c(0))d1d2d3d4 are performed in a few minutes. In practice, the vector �(c(0))d1d2d3d4happens to be a very small linear combination of the LLL-reduced basis vectors(coe�cients less than 10 in absolute value). In the case where we do not knowthe permutations �i's and the bijection f , initial experiments con�rm the abovediscussion.4 ConclusionWe introduced the basic notion of an orthogonal lattice. This concept �rst leadsto an e�cient attack against both Merkle-Hellman and Merkle-Hellman-liketransformations. This attack di�ers from Shamir's and Brickell's attacks againstoriginal Merkle-Hellman cryptosystems. It points out that one should be cau-tious with the cryptographic use of Merkle-Hellman transformations. The notionof an orthogonal lattice also enables us to exploit weaknesses in the subset fac-torization (the trapdoor). These two applications of lattice reduction form anattack against the Qu-Vanstone scheme that works for any choice of the param-eters. The attack has been successfully implemented and reveals the secret keyfrom the public key in a reasonable time.AcknowledgementsWe would like to thank Anne-Marie Berg�e for the proof of theorem 1. We alsothank Jean-Marc Couveignes for his help.



12A AppendixIn this appendix, we describe the subset factorization used in the Qu-Vanstonescheme and we provide the missing proofs of sections 2 and 3.A.1 Further description of the Qu-Vanstone schemeConstruction of the s blocks Ci Recall that n is a positive integer of theform n = d1d2d3d4d5, where 2s�1 � d` < 2s (for ` = 1; 2; 3; 4), d5 � 16, and s issome �xed even positive integer. In the additive group G = Zn, we distinguishthe subgroups G1; G2; G3 and G4 where G` is generated by d1d2 : : : d`.For each d`, 1 � ` � 4, select a superincreasing sequence h[`; 1]; : : : ; h[`; s]such that Psi=1 h[`; i] < d`. Choose integers q1, q2, q3 and q4 such that q`and d` are coprime. Apply a Merkle-Hellman transformation to get �h[`; i] =h[`; i]q` (mod d`) where 0 < �h[`; i] < d`.Select a permutation �1 on f1; 2; : : : ; sg. For 1 � i � s, select two positiveintegers x[1; i; 0], x[1; i; 1] < d2d3d4d5 and de�ne two elements in distinct cosetsof G1 in G by : a[1; i; 0] = x[1; i; 0]d1;a[1; i; 1] = �h[1; �1(i)] + x[1; i; 1]d1 (modn):Select a permutation �2 on f1; 2; : : : ; sg. For 1 � i � s and u = 0; 1, selecttwo positive integers xu[2; i; 0]; xu[2; i; 1] < d3d4d5 and de�ne two elements indistinct cosets of G2 in G1 by :au[2; i; 0] = xu[2; i; 0]d1d2;au[2; i; 1] = �h[2; �2(i)]d1 + xu[2; i; 1]d1d2 (modn):Select a bijection g1 from f1; 2; : : : ; s=2g to fs=2 + 1; s=2 + 2; : : : ; sg. For t; l =0; 1; 2; 3 and i = 1; 2; : : : ; s=2, select a positive integer xt[3; i; l] < d4d5. De�nefour elements in distinct cosets of G3 in G2 by :at[3; i; 0] = xt[3; i; 0]d1d2d3;at[3; i; 1] = �h[3; i]d1d2 + xt[3; i; 1]d1d2d3 (modn);at[3; i; 2] = �h[3; g1(i)]d1d2 + xt[3; i; 2]d1d2d3 (modn);at[3; i; 3] = (�h[3; i] + �h[3; g1(i)])d1d2 + xt[3; i; 3]d1d2d3 (modn):Select a bijection g2 from f1; 2; : : : ; s=2g to fs=2 + 1; s=2 + 2; : : : ; sg. For t; l =0; 1; 2; 3 and i = 1; 2; : : : ; s=2, select a positive integer xt[4; i; l] < d5. De�ne fourelements in distinct cosets of G4 in G3 by :at[4; i; 0] = xt[4; i; 0]d1d2d3d4;at[4; i; 1] = �h[4; i]d1d2d3 + xt[4; i; 1]d1d2d3d4 (modn);at[4; i; 2] = �h[4; g2(i)]d1d2d3 + xt[4; i; 2]d1d2d3d4 (modn);at[4; i; 3] = (�h[4; i] + �h[4; g2(i)])d1d2d3 + xt[4; i; 3]d1d2d3d4 (modn):



13Let f be a bijection from f1; 2; : : : ; sg to f3; 4g � f1; 2; : : : ; s=2g. For 1 � i � sand 0 � j � 15, de�ne c[i; j] = a[1; i; u] + au[2; i; v] + av+2u[f(i); w] (modn);where j is uniquely decomposed as j = w + 4v + 8u with 0 � u � 1, 0 �v � 1 and 0 � w � 3. Qu and Vanstone proved in [13] that the s blocksCi = fc[i; j] : 0 � j � 15g form a direct sum in G. The trapdoor consists ofthe d`'s, h[`; i]'s, a[1; i; l]'s, au[2; i; l]'s, at[3; i; l]'s, at[4; i; l]'s, the bijections f , g1,g2; the permutations �1, �2.Factoring with the trapdoor We now describe how, given any g 2 G of formg =Psi=1 c[i; ji] (modn), one can quickly recover ji's just by knowing g and thetrapdoor.Let g1 = g =Psi=1 c[i; ji] (modn). Recall that in G, we have :c[i; ji] = a[1; i; u] + au[2; i; v] + av+2u[f(i); w] (modn); ji = w + 4v + 8u:We recover the values of u, v, w for each ji value by solving 4 sub-knapsackproblems based on appropriate superincreasing sequence :Step 1. Compute S1 = q�11 g1 (mod d1), and solve the superincreasing knapsackPsi=1 uih[1; �1(i)] = S1; ui 2 f0; 1g. Compute g2 = g1 �Psi=1 a[1; i; ui]:Step 2. Compute S2 = q�12 g2d1 (mod d2), and solve the superincreasing knapsackPsi=1 vih[2; �2(i)] = S2; vi 2 f0; 1g. Compute g3 = g2 �Psi=1 aui [2; i; vi]:Step 3. Compute S3 = q�13 g3d1d2 (mod d3), and solve the superincreasing knap-sack Psi=1 xih[3; i] = S3; xi 2 f0; 1g. Computeg4 = g3 � (3;s=2)Xf(i)=(3;1) avi+2ui [f(i); xi + 2xg1(i)]:Step 4. Compute S4 = q�14 g4d1d2d3 (mod d4), and solve the superincreasing knap-sack Psi=1 yih[4; i] = S4; where yi 2 f0; 1g. For i = 1; 2; : : : ; s=2 de�newi = xi + 2xg1(i) and wi+s=2 = yi + 2yg2(i).Finally, we recover ji = wi + 4vi + 8ui for i = 1; 2; : : : ; s.A.2 Proof of theorem 4Assume c > 2(n�1)=2+(n�d)(n�d�1)=4 det(�) and let (x1;x2; : : : ;xn) be an LLL-reduced basis of 
. Let (b1;b2; : : : ;bn�d) be an LLL-reduced basis of �?. De�ney1;y2; : : : ;yn�d in 
 by p"(yj) = 0 and p#(yj) = bj . These n � d vectors arelinearly independent, therefore by theorem 3 (2), for 1 � j � n� d :kxjk � 2(n�1)=2max(ky1k; : : : ; kyn�dk)� 2(n�1)=2max(kb1k; : : : ; kbn�dk):But theorem 3 (1) ensures us that kbjk � 2(n�d)(n�d�1)=4 det(�?): Thus :kxjk � 2(n�1)=22(n�d)(n�d�1)=4 det(�?) < c:



14This implies that p"(xj) = 0 and p#(xj) 2 �? for 1 � j � n � d. Thereforep#(x1); : : : ; p#(xn�d) are linearly independent and they form a Q-basis of E?� .Now, let y 2 �?. There exist �1; �2; : : : ; �n�d 2 Q such that :y = �1p#(x1) + �2p#(x2) + � � �+ �n�dp#(xn�d):De�ning x 2 
 by p"(x) = 0 and p#(x) = y, we have :x = �1x1 + �2x2 + � � �+ �n�dxn�d:But there also exist �1; �2; � � � ; �n 2 Z such that x = �1x1+�2x2+ � � �+�nxn:Therefore :(�1 � �1)x1 + � � �+ (�n�d � �n�d)xn�d + �n�d+1xn�d+1 + � � �+ �nxn = 0:Since x1; : : : ;xn are linearly independent, we deduce that �j = �j 2 Z. Hence(p#(x1); : : : ; p#(xn�d)) is a Z-basis of the lattice �?.Furthermore, for 1 � i � n � d and 1 � j � n � d, kp#(xj)k = kxjk andp#(xi):p#(xj) = xi:xj : Since (x1; : : : ;xn) is an LLL-reduced basis, this provesthat (p#(x1); : : : ; p#(xn�d)) is an LLL-reduced basis too.A.3 Recovering the secret key from c(0)Notice that ĉ[i; j] � c[i; ��1i (j)]� c[i; ��1i (0)] (modn): Since we know d1d2d3d4,we recover n = d1d2d3d4d5 from the size of each ĉ[i; j]. But the form of eachc[i; ��1i (j)] is very particular :c[i; j] = a[1; i; u] + au[2; i; v] + av+2u[f(i); w] (modn):By enumerating all possible cases, one notices that the knowledge of c[i; ��1i (j)]�c[i; ��1i (0)] (modn) reveals d1, d1d2, d1d2d3 by particular gcd's, hence the �i'sby looking at the order in each block of 15 integers. By subtractions, we thenobtain the �h[1; i]'s, �h[2; i]'s, �h[3; i]'s and the �h[4; i]'s. Since we now know thed`'s, we derive the q`'s and the h[`; i]'s. This reveals the a[1; i; l]'s, au[2; i; l]'s,at[3; i; l]'s, at[4; i; l]'s, the bijections g1, g2 and the permutations �1, �2 (lookingat the order of superincreasing sequences). We now know the complete trapdoor.The coordinates �j 's are actually closely related to the w(e)'s and the m(e)'s :one can derive equivalent w(e)'s and m(e)'s so that c(k) is obtained by Merkle-Hellman-like transformations from c(0). Since we now know the c[i; j]'s fromthe trapdoor, we also �nd out equivalent Psi=1 a(e)i 's. Hence, we recovered thecomplete secret key.References1. E. Brickell. Are most low density polynomial knapsacks solvable in polynomialtime ? In Proc. 14th Southeastern Conference on Combinatorics, Graph Theory,and Computing, 1983.2. B. Chor and R.L. Rivest. A knapsack-type public key cryptosystem based onarithmetic in �nite �elds. IEEE Trans. Inform. Theory, 34, 1988.
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